NOT PROTECTIVELY MARKED

SENIOR ENGINEER
SUMMARY OF
MAIN DUTIES (TECHNICAL SECURITY)
BAND E

RESPONSIBLE TO Technical Lead Security

RESPONSIBLE FOR ?

SPECIFIC CONDITIONS OF SERVICE

The purpose of this role is to ensure the continued management of security relating to
technology infrastructure and services. This includes ownership of security
checks/audits and proactive protection and monitoring.

This role will report to the Technical Security Lead, and will contribute on the
implementation of new technologies and to the development of reporting and
vulnerability assessments. The post holder will be expected to work flexibly across both
Force bases.

FOR RECRUITMENT PURPOSES THE
SUMMARY OF MAIN DUTIES SUMMARY OF MAIN DUTIES SHOULD
NOT EXCEED 12 BULLET POINTS.

e To provide the technical security expertise required to support the development of
policy.

¢ Co-ordinate internal resources and third parties/vendors for the successful
execution of projects and Business As Usual (BAU) support.

e Support the governance of technical security disciplines, including security patching
and vulnerability mitigation.

o Produce management reports and project documentation as appropriate.

e Support internal and external security audits, including the ITHC programme,
ensuring that risks and understood and that plans to mitigate are drawn up.

e Support the required contribution of teams across the IS structure to ensure a
secure environment is maintained.

e Engagement with projects and architects to ensure security is at the heart of
delivery.

e Contribute to the Security Strategy and support on its implementation.

e To be actively involved in the planning, implementation, delivery and maintenance
of security technologies.

¢ Own and manage security incidents and proactively monitor the Force
environments.

All employees have a responsibility under the Health and Safety at Work Act to work
safely and efficiently, using any protective equipment and clothing provided and without
endangering themselves or others by their actions.

All employees have a responsibility to maintain their Personal Development Journals
and should ensure that managers have access to them at all times.

In carrying out your duties, you will be operating within the South Yorkshire Police
Guiding Principles and Equal Opportunities Policy.
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